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the electronic data. A registration authority communicates 
with the electronic device. The registration authority has a 
database of verification data for verifying the license data 
stored on the licensing medium and provides updated license 
data to the licensing medium. 
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SYSTEM AND METHOD FOR PREVENTING 
UNAUTHORIZED ACCESS TO ELECTRONIC 

DATA 

2 
various aspects of computer software. Contractual 
provisions, such as licenses, are widely used as an adjunct to 
other forms of protection. 

This application claims the benefit of U.S. Provisional 5 

Application No. 60/229,934, filed Sep. 1, 2000. 

The right to use software under a license agreement may 
be restricted to a single user or a single computer. Where use 
on more than one computer is contemplated, such as in a 
local area network (LAN), the license may allow use on a 
number of computers. This sort of multiple computer license 
is often referred to as a site license, since it typically is 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
10 implemented to allow several computers at a particular site 

to run the licensed software. The present invention relates generally to preventing 
unauthorized access to electronic data, such as for example 
computer software, music, movies, e-books, and the like. 
More specifically, the present invention relates to an access 
authorization system and method in which a client electronic 15 

device communicates with a licensing medium that stores 
license data identifying the electronic data to which the user 

However, the effectiveness of these legal and contractual 
measures has been inadequate. Accordingly, vendors of 
electronic data have turned to technological means of pro­
tecting their intellectual content. 

For example, licensed electronic data, such as computer 
software, may be protected from unauthorized use and/or 
copying by using a protection scheme that requires the user 
to register the licensed software with the vendor. Generally, 

is authorized to have access. The client electronic device 
also communicates with a central registration authority that 
contains a database used to verify the license data. 

2. Related Art 
20 such protection schemes use a registration program that is 

included with the software and executes upon installation of 
the software. Electronic devices, both wired and wireless, such as 

personal computers, handheld computing devices, personal 
data assistants, cellular telephones and CD and DVD 
players, are ubiquitous. These devices perform an increasing 25 

array of functions, including business, entertainment and 
educational type functions, just to name a few. 

The registration program requires the user to enter a code 
sequence that was provided by the vendor with the software, 
e.g., printed on a CD-ROM case. The code sequence is 
checked by the registration program to determine whether it 
is valid. If it is valid, the registration program enables the 
user to use the software. The common link between these electronic devices is 

their use of electronic data to perform their respective 
functions. The electronic data may be used to control the 
device itself, such as, for example, when the data comprise 

30 Conventional registration programs determine the validity 

a computer software program. Alternatively, the electronic 
data may be intellectual content that is manipulated by these 
devices, such as, for example, when the data comprise 
music, movies, e-books, database information, or other 35 

forms of data that are privileged, copyrighted, proprietary or 
otherwise protected from unauthorized access. 

of the code sequence using mathematical algorithms. 
Typically, such algorithms are simply the inverse of the 
algorithm initially used by the vendor to generate the set of 
valid code sequences that are distributed with the software. 

While such conventional schemes do provide a rudimen-
tary measure of security, they are far from unbeatable. In 
fact, such security systems are often thwarted by pirates who 
ascertain the algorithms for determining validity by analyz­
ing the code sequences that they generate. Once an algo-In either case, the electronic data are valuable because of 

the time and effort that was expended in their creation. For 
example, a computer software program typically is the 
product of a labor-intensive development that involves soft­
ware engineers, programmers, artists and marketers, just to 
name a few. Similarly, music, movies and e-books typically 
are the product of creative endeavors of artists and authors. 
In addition, the creation of all of these forms of electronic 
data may involve extremely costly production and marketing 
efforts. 

By contrast, copying such electronic data typically 
requires very little time, effort and money. Consequently, 
unauthorized copying and distribution of electronic data is 
rampant. With regard to personal computer software, for 
example, it is estimated that 30% of software used in the 
United States is unlicensed and therefore unauthorized. 

In certain foreign nations, in excess of 95% of the 
software programs in use are unauthorized copies, which 
were created in the United States or elsewhere and sold at a 
small fraction of their U.S. retail price. In some of these 
foreign nations, software piracy has become a large industry. 
This widespread unauthorized use of software and other 
electronic data has a potential chilling effect on the artists, 
entrepreneurs, and others who would create it. 

The law, of course, provides some mechanisms for pre­
venting or discouraging such piracy. Copyright protection, 
for example, is one of the most common legal means of 
protecting electronic data. Patent protection, also, is increas­
ingly being used to protect some electronic data, particularly 

40 rithm has been ascertained, it may be used by unauthorized 
users to generate valid code sequences for the licensed 
software. These valid code sequences or the algorithm itself, 
which is known as a keygen, then may be distributed widely 
to large numbers of unauthorized users. Indeed, keygens for 

45 many commercially successful licensed software products 
are freely available on the Internet. 

Some vendors have attempted to improve upon the code 
sequence protection scheme by requiring users to enter 
certain personal information, such as the user's name and 

50 telephone number. This information is transmitted to the 
vendor where it is encoded and used in the code sequence 
generation process. The code sequence is sent back to the 
user, who uses it to unlock the software. However, this 
approach, like the code sequence approach discussed above, 

55 is also based on an ascertainable mathematical algorithm 
and therefore also may be circumvented for the same reason. 

Another approach to preventing unauthorized access to 
licensed software is to require the user to have hardware 
keys, which are referred to as dongles, connected to the 

60 user's computer in order to use the licensed software. 
Typically, dongles are connected to the input/output (110) 
port of a computer. 

There are numerous disadvantages in the use of dongles. 
For example, each piece of licensed software requires a 

65 separate dongle, but computers typically have a limited 
number of 110 ports. Consequently, a number of dongles 
may have to be connected to a single 110 port if several 
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pieces of license software are to be used. This may result in 
interference between the attached dongles, which may cause 
the dongles or the associated software to fail. Another 
disadvantage is that dongles may be easily lost or stolen. 
Software licensors typically replace lost or stolen dongles 5 

for a nominal fee, which may allow unauthorized users to 
easily obtain dongles. 

communicate with the electronic device. The registration 
authority has verification data for verifying the license data 
stored on the licensing medium. The registration authority 
provides updated license data to the licensing medium. 

Embodiments of the present invention may include one or 
more of the following features. The electronic device may 
verify the validity of the licensing medium by comparing the 
license data to the verification data of the registration 
authority. 

Another approach to preventing unauthorized use and/or 
copying of licensed software is to require the user to have a 
licensing module connected to the user's network in order to 10 

use the licensed software. This approach is discussed in U.S. 
Pat. No. 6,101,606 (Diersch et al.). The module may contain 

The licensing medium may store a license data message 
digest produced by performing a hash of the license data. 
The verification data may include a copy of the license data 
message digest. The electronic device may verify the valid­
ity of the licensing medium by comparing the license data an identification code and other licensing information. The 

licensed software periodically communicates with license 
management software on a network server. The license 
management software, in turn, communicates with the 
licensing module to determine whether a valid module is 
connected to the network. 

There are several disadvantages to the licensing module 
approach. The licensing module contains a fixed identifica­
tion code that may be ascertained through analysis of the 
module. Ascertaining the identification code would allow an 
unauthorized user to duplicate the module. Another disad­
vantage of the licensing module approach is that the licens­
ing module is vulnerable to tampering. For example, a user 
may seek to increase the number of authorized users for a 
site licensing by changing licensing data stored in the 
module. 

15 message digest to the copy of the license data message digest 
in the verification data of the registration authority. 

The license data message digest may be encrypted with a 
private key associated with the registration authority. The 
private key may be one of a number of private keys 
associated with the registration authority. The verification 

20 data may include a copy of the encrypted license data 
message digest. The electronic device may verify the valid­
ity of the licensing medium by comparing the encrypted 
license data message digest to the copy of the encrypted 
license data message digest in the verification data of the 

25 registration authority. 
The electronic device may verify the validity of the 

licensing medium by decrypting the license data message 
digest read from the licensing medium using a public key 

30 associated with the registration authority, generating a mes­
sage digest by performing a hash on the license data read 
from the licensing medium, and comparing the decrypted 
message digest to the generated message digest. 

Yet another disadvantage of the licensing module 
approach is that authorized users are unable to use the 
licensed software on computers that are not connected to the 
single, fixed network. For example, an authorized user 
would not be able to use the licensed software on a laptop 
computer, personal digital assistant or other type of mobile 
computing device. 35 

The electronic device may send registration information 
to the registration authority. The registration information 
may include a random identifier associated with the elec­
tronic data. The verification data stored in the registration Another approach to preventing unauthorized use and/or 

copying of licensed software is to provide license manage­
ment software that is installed on the user's server, as 
discussed in U.S. Pat. No. 6,049,789 (Frison et al.). The 
management software transmits pay-per-use license requests 
for the licensed software to a central license management 
system. The central license management system grants pay­
per-use licenses to the user upon receiving these requests 
and maintains billing records. 

This approach, however, suffers from the disadvantage 
that the user must be connected to the central license 
management system in order for a pay-per-use license to be 
granted. Consequently, as in the case of the licensing 
module, the software cannot be easily used on mobile 
electronic devices such as a laptop or personal data assistant. 

There is a need, therefore, for a system and method for 
preventing unauthorized access to electronic data that takes 
an entirely fresh approach and overcomes the drawbacks of 
the conventional techniques. 

SUMMARY OF THE INVENTION 

The present invention generally provides a novel system 
and method for preventing unauthorized access to electronic 

authority database may include a list of authorized identi­
fiers that allow access to the electronic data. The registration 

40 authority may provide updated license data to the licensing 
medium when the identifier sent with the registration infor­
mation corresponds to one of the authorized identifiers. 

The licensing medium may be a smart card having a 
memory. The smart card also may have a microprocessor. 

45 The smart card may decrypt a first message digest received 
from the registration authority using a public key associated 
with the registration authority, generate a second message 
digest by performing a hash on updated license data received 
from the registration authority, and compare the first mes-

50 sage digest to the second message digest. The licensing 
medium may also be a memory stick, random access 
memory, or a computer disk (e.g., optical, magnetic, or 
electronic). The licensing medium may be a memory 
installed in a cellular telephone that may or may not be 

55 removable. 
The license data may include a licensing medium expi­

ration date determined by a configurable time period during 
which the licensing medium is valid. The licensing medium 
expiration period may be, e.g., thirty days. 

data. 60 The license data may include a software license expiration 
date determined by a configurable time period during which 
access to the electronic data is allowed. The software license 
expiration period may be, e.g., one day or thirty days. 

One aspect of the present invention provides a system and 
method for preventing unauthorized access to electronic data 
stored on an electronic device. A portable licensing medium 
is configured to communicate with the electronic device for 
storing license data. The license data is used by the elec- 65 

tronic device to determine whether to allow access to the 
electronic data. A registration authority is configured to 

The license data may include a software security expira­
tion date determined by a configurable time period during 
which access to the electronic data is allowed. The software 
security expiration period may be, e.g., thirty days. 
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Another aspect of the present invention provides a system 
and method for preventing unauthorized access to electronic 
data stored on an electronic device. A portable licensing 
medium is configured to communicate with the electronic 
device for storing license data. The license data is used to 5 

determine whether to allow access to the electronic data. A 
registration authority is configured to communicate with the 
electronic device. The registration authority has a first 
database of verification data for verifying license data stored 
in a second verification database. A license manager is 10 

configured to communicate with the electronic device and 
the registration authority. The license manager has a second 
database of verification data for verifying the license data 
stored on the licensing medium. The license manager pro­
vides updated license data to the licensing medium. 

Embodiments of the present invention may include one or 15 

more of the following features. The electronic device may 
verify the validity of the licensing medium by comparing the 
license data to the second database of verification data of the 
license manager. The license manager may verify the valid-
ity of the second database of verification data by comparing 20 

it to the first database of verification data of the registration 
authority. 

The licensing medium may store a license data message 
digest produced by performing a hash of the license data. 
The second database of verification data may include a copy 25 

of the license data message digest. The electronic device 
may verify the validity of the licensing medium by com­
paring the license data message digest to the copy of the 
license data message digest in the second database of 
verification data of the license manager. 30 

The license data message digest may be encrypted with a 
private key associated with the registration authority or the 
license manager. The private key may be one of a number of 
private keys associated with the registration authority or the 35 

license manager. The second database of verification data 
may include a copy of the encrypted license data message 
digest. 

The electronic device may verify the validity of the 
licensing medium by comparing the encrypted license data 40 

message digest to the copy of the encrypted license data 
message digest in the second database of verification data of 
the license manager. 

6 
BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be more readily understood 
from a detailed description of the preferred embodiments 
taken in conjunction with the following figures. 

FIG. 1 is a block diagram of a system for protecting 
licensed electronic data used by a client computer. 

FIG. 2 shows a smart card with surface contacts. 

FIG. 3 is a block diagram of the internal microchip of the 
smart card. 

FIG. 4 is a block diagram of a system for protecting 
licensed electronic data used by a remote client computer. 

FIG. 5 is a block diagram of a system for protecting 
licensed electronic data used by a client computer network. 

FIG. 6 is a diagram of software registration for a single­
user system. 

FIG. 7 is a diagram of software startup for a single-user 
system. 

FIG. 8 is a diagram of adding a software license to an 
employee smart card in a multiple-user system. 

FIG. 9 is a diagram of software startup for a fixed-node 
license in a multiple-user system. 

FIG. 10 is a diagram of software startup for a floating 
license in a multiple-user system. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

FIG. 1 depicts a block diagram which illustrates in general 
terms an embodiment of the present invention. In FIG. 1, a 
personal computer 100, referred to as the client device, may 
be configured to use licensed computer software provided by 
a third-party vendor. 

Of course, the present invention is not limited to prevent­
ing unauthorized access to computer software on personal 
computers. Other examples of electronic devices that use 
licensed electronic data include DVD players, handheld 
computing devices, personal data assistants (PDAs), cellular 
or personal communication system (PCS) telephones, intel­
ligent appliances (e.g., refrigerators and heating and cooling 
systems), internet appliances, etc. Other examples of 
licensed electronic data include computer software, music, 
movies, e-books, artwork, privileged data (such as 
databases, privileged publications and communications), 
etc. Still other examples of both exist as well. 

In general terms, the protection system of the present 
invention uses a registration authority 110 that determines 
whether a given user is authorized to have access to a given 

The electronic device may verify the validity of the 
licensing medium by decrypting the license data message 45 

digest read from the licensing medium using a public key 
associated with the registration authority, generating a mes­
sage digest by performing a hash on the license data read 
from the licensing medium, and comparing the decrypted 
message digest to the generated message digest. 50 piece of electronic data. As used herein, the phrase "access 

to electronic data" and its derivatives (e.g., "accessing 
electronic data") refers broadly to any type of manipulation 
of electronic data, including (but not limited to) installing, 

The license manager may send site license registration 
information to the registration authority. The site license 
registration information may include a random identifier 
associated with the electronic data. The verification data 
stored in the registration authority database may include a 55 

list of authorized identifiers that allow access to the elec-

using, copying, inputting, outputting, reading, writing, 
deleting, viewing, playing, storing, moving, processing, etc. 
The registration authority 110 may be implemented as a 
server on a network, operated under the control of a software 
protection administrator. The software protection adminis­
trator maintains the registration authority 110 in cooperation 

tronic data. The registration authority may provide updated 
verification data to the license manager when the identifier 
sent with the registration information corresponds to one of 
the authorized identifiers. 60 the vendors of the electronic data. 

The license manager may communicate with the regis­
tration authority to verify that the verification data stored by 
the license manager corresponds to the verification data 
stored by the registration authority. 

These and other objects, features and advantages will be 65 

apparent from the following description of the preferred 
embodiments of the present invention. 

As part of such a protection system, the vendor may 
require the user to install a client program provided by the 
software protection administrator. The client program 
installed on the client computer 100 communicates with a 
licensing information storage medium 120, referred to as the 
licensing medium, and the registration authority 110. 
Alternatively, the client program may be embedded in the 
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electronic data and may be executed in the course of 
accessing the electronic data, rather than being installed 
separately by the user. The registration authority 110, in turn, 
communicates with the vendor 130, which maintains a 
database of valid licenses issued for the electronic data. 5 

8 
a number of functions associated with the operation of the 
protection system. The client program may communicate 
with the registration authority 110, for example, using the 
Internet 150. 

For example, the client program may verify the validity of 
the smart card 120 by communicating with the registration 
authority 110. As a further example, the client program 
communicates with the registration authority 110 to change 
the contents of the smart card 120 to add, remove, or modify 

The licensing medium 120 is a portable component that 
contains information concerning the software or other 
licensed electronic data that the user is authorized to access. 
When a user seeks to access a vended piece of electronic 
data, the client program communicates with the licensing 
medium 120 to verify that the user is authorized to access the 
electronic data. 

10 the user's access to the software. The contents of the smart 

In general, the licensing medium 120 may be any type of 
portable electronic data storage medium that has a unique, 
unalterable serial number or other form of identification that 15 

card 120 also may be changed in order to transfer a license 
to access the software from one smart card to another or to 
update time-stamps that indicate when authorization to use 
the software or the licensing medium itself expires. 

As shown in FIG. 4, the licensing medium and electronic 
device need not be co-located. For example, the licensing 
medium, e.g., a smart card 120, may be connected to the 
user's computer 160, which, in turn, is connected to the 
client device 100 through the Internet 150. The client device 

can be transmitted electronically. Examples include smart 
cards, memory sticks, magnetic strip cards, floppy disks and 
other removable computer storage media. The licensing 
medium 120 and the electronic device that uses the licensed 
electronic data need not have a wired connection. A wireless 
connection, e.g., an infrared or radio frequency (RF) link, 
may be used. 

20 100 may be a remote server running licensed software or 
hosting a proprietary or commercial database that the user is 
authorized to access. 

In certain types of electronic devices, the licensing 
medium 120 may be configured so that it is not removable, 
e.g., certain types of cellular phones, hand-held computing 
devices, or cable television control boxes. For example, the 
licensing medium may be an internal random access 
memory (RAM) installed in a cellular phone. It is also 
contemplated that the invention can include stationary 
devices, e.g., refrigerators or other household appliances, 30 

that have a licensing medium that is not removable. 

As a further example, the client device 100 may be a 
remote Internet web server containing computer aided draft-

25 ing (CAD) files, such as building construction plans. In such 
a case, the smart card 120 effectively acts as a gatekeeper to 
allow authorized users, e.g., architects, builders, and 
contractors, to have access to the building plans. 

In the example of FIG. 1, a smart card is employed as the 
licensing medium. As shown in FIG. 2, a smart card 120 is 
a plastic card containing a microchip 300. Contacts 305 for 35 

the microchip 300 are formed on the surface of the card 120 
to provide data input and output and power supply input. 

As shown in FIG. 3, the microchip 300 includes a central 
processing unit (CPU) 310 that has an associated random 
access memory (RAM) 315, although a smart card without 40 

a CPU also may be used. The RAM 315 is used to tempo­
rarily store information during processing while power is 
being supplied to the card. Aread only memory (ROM) 320 
permanently stores the microchip operating system. An 
erasable programmable read only memory (EPROM) 325 45 

stores application code and data, such as the licensing 
information discussed above. 

As shown in FIG. 5, the software may be licensed to the 
user pursuant to a site license, which allows a number of 
users at the license's location to use the software. A site 
license is typically purchased by a company that has a 
number of users connected to a local area network (LAN). 
In a site license configuration, the client program commu­
nicates with a licensing manager 200 provided on a server in 
the user's LAN. The licensing manager 200, in turn, com­
municates with the registration authority 110 over the Inter­
net 150. A redundant licensing manager 210 may be pro­
vided for increased reliability. 

In addition to the communication between the client 
program on the client computer 100 and the licensing 
medium 120 and registration authority 110 described above, 
the protection system also employs communication between 
the licensing medium 120 and the software. 

The software includes application programming inter­
faces (APIs) that allow the software to periodically access 
the smart card to ensure that it is installed in the reader. The Referring again to FIG. 1, the client program accesses the 

smart card 120 using a smart card reader 140 connected to 
the client computer 100. The smart card 120 contains 
licensing information that indicates to the client program 
which software the user is authorized to access. The licens­
ing information may include other information as well, such 

software also reads the licensing information contained on 
50 the smart card to ensure that the user's license is valid and 

as for example time-stamps that indicate when the license 
for each authorized software expires. 

The smart card may be a dedicated smart card that is 
specifically provided for use as a licensing medium. 
Alternatively, a generic smart card having other functions, 
e.g., a credit card, may be adapted for use as the licensing 
medium. In such a case, the smart card would function both 
for the original purpose and as the licensing medium. 

The registration authority 110 is a remote server that 
maintains a licensing database containing information for all 
of the licensing media 120 authorized by the software 
protection administrator and all of the software licenses 
authorized by the software vendors 130. The client program 
communicates with the registration authority 110 to perform 

has not expired or been revoked. If the software determines 
that the user does not have a valid license, then the software 
may suspend or halt operation, notify the user of the 
situation, give the user an opportunity to rectify the 

55 situation, and/or take other steps depending upon instruc­
tions included in the software by the vendor. 

As discussed above, the user may be required to install a 
client program provided by the software protection admin­
istrator to install and register protected software. This may 

60 be done using an installation wizard provided by the soft­
ware protection administrator, i.e., a program that controls 
the software installation process. The installation wizard 
may be included with the vendor's software on a compact 
disc read-only memory (CD-ROM), or it may already have 

65 been installed on the client computer during a prior software 
installation. The installation wizard installs the client pro­
gram on the client computer. 
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with a private key belonging to the software protection 
administrator. The encrypted hash may be decrypted by 
anyone having a corresponding public key. However, only 
the software protection administrator can generate such an 

Once the client program has been installed, the installa­
tion and registration of protected software proceeds as 
shown in FIG. 6. The protected software is installed on the 
client computer, and the user is prompted to register the 
installed software with the registration authority. 

To register the software, the user must insert a smart card 
into a reader connected to the computer and must have an 
Internet connection or modem. If these means of connection 

5 encrypted hash. In effect, the encrypted hash becomes a 
digital signature of the software protection administrator. 

are not present or if the user does not want to register the 
software at the time of installation, the user may be permit- 10 

ted to use the software for a limited time in a trial mode in 
accordance with the vendor's licensing policies. 

The client program reads the data from the smart card and 
transmits it to the registration authority along with a set of 
registration information. The registration authority first 15 

compares the smart card data to corresponding data stored in 
a database to verify that the smart card is valid. The 
registration authority then compares the registration infor­
mation to corresponding data stored in a database to verify 
that the new software registration is authorized. 

The smart card data sent to the registration authority 
20 

includes a message digest that was generated by a perform­
ing a hash function on the smart card data. A hash function 
takes a data stream of arbitrary length and generates a 
fixed-length code, which is referred to as the message digest 25 

or hash. The registration authority compares the message 
digest to a corresponding entry in the database to verify that 
the smart card is valid. 

The private key used by the software protection admin­
istrator may be one of a set of private keys, e.g., a set of 100 
keys. Using a large set of private keys makes cracking any 
particular key in the set more difficult, since a different key 
may be used for each update. 

The client program receives the new data and encrypted 
hash and stores it on the smart card. Each time the smart card 
is accessed in this manner, the smart card performs a hash 
comparison using its internal processor to prevent unautho­
rized changes to the smart card data. 

To perform the hash comparison, the smart card processor 
decrypts the hash received from the registration authority 
using a public key. The smart card then generates a hash for 
the new data. The generated hash and the decrypted hash are 
compared to ensure that the new data came from the 
registration authority. 

The new smart card data sent by the registration authority 
also includes a new smart card sequence number, a new 
expiration date for the smart card, software license expira­
tion dates, and software security expiration dates. 

The smart card sequence number allows the registration 
authority to track updates to the smart card. For example, the Hash functions having the following properties are gen­

erally considered to be cryptographically suitable, i.e., 
secure. First, the hash function must be essentially a one­
way function, so that given a message digest, it is nearly 
impossible to determine the original data stream. Second, 
the hash function must produce virtually unique message 
digests, so that it is nearly impossible to find two messages 
that produce the same message digest. Commonly used hash 
functions include: Message Digest 2 (MD2), Message 
Digest 4 (MD4), Message Digest 5 (MD5), the Secure Hash 
Algorithm (SHA), and the Secure Hash Algorithm 2 (SHA-

30 sequence number may be an n-bit (where n is an integer) 
word that is incremented each time the smart card IS 

updated. This feature allows the registration authority to 
detect unauthorized access to the smart card. 

The software license expiration date is determined by a 
35 configurable time period during which the license is valid 

based on the license agreement with the user. For example, 
the software license expiration period may be one hour, one 
day, thirty days, one year, or any agreed upon period of time. 

2). 
The registration information sent to the registration 

authority includes the unique identifier of the software to be 
registered. The identifier may be composed of a serial 
number and a password or passphrase to prevent an unau­
thorized user from guessing serial numbers. The serial 
number and password are printed on the CD-ROM case in 
which the software is distributed. Alternatively, the identifier 
may be generated from two unrelated components, e.g., two 
words randomly selected from the dictionary. The registra­
tion authority compares the identifier received with the 50 

registration information to a database of valid identifiers 
provided by the software vendor. 

Each software license may have a corresponding software 
40 security expiration date that is determined by a configurable 

time period within which the user must reconnect to the 
registration authority to renew the software license. The 
software security expiration period may be determined by 
the vendor based on security considerations and may be any 

45 desired length of time. 

The registration information sent to the registration 
authority also includes other information, such as a product 
number for the software to be registered, a unique smart card 55 

serial number, a smart card sequence number. The registra­
tion information also includes expiration periods for the 
smart card and the software licenses, as further discussed 
below. 

The smart card expiration date is determined by config­
urable time period during which the smart card will operate. 
The smart card expiration period may be determined by the 
software protection administrator based on security or other 
considerations and may be any desired length of time, e.g., 
30 days. The smart card expiration period may be set to be 
equal to the shortest software security expiration period 
stored on the card. 

The smart card must be updated by the registration 
authority within the smart card expiration and software 
security expiration periods for the user to have uninterrupted 
use of the software. Consequently, if a smart card were lost 
or stolen, an unauthorized user would only be able to use the 

If the registration information is verified by the registra­
tion authority, then a new registration entry is created for the 
newly granted or updated license for the software. The 
registration authority generates new smart card data reflect­
ing these changes and sends the new data back to the client 
computer to be stored on the smart card. 

60 smart card for the remainder of the shortest of these expi­
ration periods. In addition, the lost or stolen smart card can 
be disabled the next time the electronic device communi-

The registration authority also sends a hash of the new 
smart card data to the client computer. The hash is encrypted 

cates with the registration authority. 

The new smart card data sent by the registration authority 
65 may include an authorization key for the software, for 

example, a hash of the product expiration date and product 
number. The authorization key indicates to the smart card 
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that the user is authorized to use the software. Alternatively, 
if storage space or time are at a premium, a binary flag may 
be used as an authorization key. 

12 
registration authority verifies such items as the smart card 
sequence number and the smart card expiration date. In 
addition, the encrypted hash of the smart card data is verified 
by decrypting it using a public key. 

Following the verification of the smart card data, the 
registration authority stores the new smart card data in its 
database. The registration authority generates new smart 
card data to update the expiration date and sequence number 
of the smart card and generates a new encrypted hash of this 

As discussed above, the new data stored on the smart card 
allows the user to use the software for a configurable time 5 

period, e.g., 30 days, as indicated by the software license and 
software security expiration dates. The software can be used 
during these time periods without further communication 
with the registration authority, provided the smart card is 
present. 

10 new smart card data. The new smart card data is stored on 
the card and an acknowledgement is sent to the registration 
authority. The software license expiration period may be used to 

implement a short term license. For example, a software 
license may be purchased on a daily basis. In such a case, the 
user would leave the software installed on the user's 
computer, but would connect with the registration authority 
only when the software was needed. Upon connecting to the 
registration authority, the user would receive new smart card 
data, which would have a software license expiration period 
of one day. 

To remove a registered software product from a smart 
card, the user may run a removal program, e.g., a Win­
dows™ control panel applet. The removal program connects 
to the registration authority, which modifies the database of 
authorized software licenses. The serial number of the 
removed software may be returned to a database of autho­
rized serial numbers so that another user may register it, or 
the serial number may be placed in an inactive status until 
it is reactivated. 

The registration authority sends new smart card data to 
the user reflecting the removal of the software license. 
Rather than deleting the entry on the smart card, the regis­
tration authority may change the software license expiration 
date to a date in the past. Consequently, the smart card data 
would indicate that the product had been licensed to the 
smart card, but was no longer valid. 

During the software registration process, the user will be 
asked whether to allow automatic updating of the smart card 
data whenever an Internet connection is detected. If the user 
allows automatic updates, then a software module, such as 
a daemon (i.e., a process that runs in the background and 
performs a specified operation at predefined times or in 
response to certain events), may be used to continuously 
monitor for an Internet connection and update the smart card 
data in the background. Alternatively, a background task 
initiated by the client program may perform these functions 

As discussed above, if the user does not have an Internet 
connection or modem or does not want to register the 
software at the time of installation, the user may be permit-

15 ted to use the software for a limited time in a trial mode in 
accordance with the vendor's licensing policy. 

If the vendor licensing policy permits trial use, then the 
client program will be configured to establish a trial use for 
the user. The client program first checks the installed smart 

20 card to determine whether there already is a trial entry for 
the software in question. A trial entry is made on the smart 
card when a user is first granted a trial use for the software 
and is stored on the smart card indefinitely. Accordingly, the 
client program can determine whether the user has previ-

25 ously been granted a trial use and, if so, the client program 
may not grant successive trial uses. 

When a trial entry is made, a new hash is performed on 
the new smart card data including the trial entry and stored 
on the smart card. Consequently, the trial entry cannot be 

30 deleted without invalidating the smart card. 
If the user has not previously been granted a trial for the 

software, a trial entry is made on the smart card. The trial 
entry includes a configurable time limit for the trial use, e.g., 
30 days. The user may then use the software for the trial 

35 period. 
If the user later has access to an internet connection, the 

trial version may be converted to a full license if the 
appropriate registration procedures are performed or the 
registration authority has received authorization from the 

40 vendor. As discussed above, the software also may be 
configured to ask the user whether an automatic upgrade is 
desired upon detection of an internet connection. 

To use the registered software, the user must insert a smart 
card containing valid license information into the smart card 

45 reader of the client computer, i.e., a smart card that has been 
prepared as described above. As shown in FIG. 7, when the 
user attempts to activate the software, the client computer 
checks to see whether a smart card is inserted. If not, the user 

in a manner similar to the Microsoft Critical Update Man­
ager. Automatic updating of the smart card data would allow 
the user to maintain the maximum software license expira­
tion period, e.g., thirty days, on all of the licensed software. 50 

is prompted to insert the smart card. 
The client program reads the contents of the smart card 

During an automatic update of the smart card, the smart 
card data, including the encrypted hash of the smart card 
data and the sequence number, are transmitted to the regis­
tration authority. The smart card data also includes any 
registered products that have been added to the card since 
the last update, such as trial use installations. The new 
product entries also may include new software installations 
in which the vendor allows temporary registration without 
connecting to the registration authority. The presence of new 
products on the smart card may be detected by examining a 
last-registered field stored on the smart card or a binary field 
for each registered product. 

Upon receiving the smart card data, the registration 
authority checks a database of verification data to verify that 
the smart card data is valid. The database may be, for 
example, a logical database that is stored separately or with 
other data in another logical or physical database. The 

and verifies that it has not been tampered with. The client 
program then retrieves the licensing information for the 
particular software. The licensing information allows the 
client program to determine whether the user is authorized 

55 to use the software and that the authorized period of use or 
trial use has not expired. 

The client program may use the encrypted hash to detect 
whether the smart card has been altered. The client program 
decrypts the message digest stored on the smart card using 

60 a public key. The client program then generates a message 
digest for the smart card data using a hash function. The 
client program then compares the generated message digest 
to the decrypted message digest. If these message digests 
agree, then the smart card has not been altered. This proce-

65 dure allows the client program to verify the validity of the 
smart card without communicating with the registration 
authority. 
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Once the verification has been completed, the client 
program allows the software to be used. During use, the 
software periodically checks for the presence of a valid 
smart card using application programming interfaces (APIs) 
at intervals determined by the software vendor. The APIs are 5 

provided by the software protection administrator and may 
be implemented as dynamically linked libraries (DLLs). 

To prevent tampering, the DLLs may be signed so that 
they can be validated. If it is determined that modules have 
been tampered with, the software will stop functioning until 10 

such modules have been replaced. 
Time stamps may be stored on the smart card when it is 

checked by the APIs. The time stamps are used to prevent a 
user from resetting the system clock to maintain registration 
beyond the software license expiration date. 

Referring again to FIG. 5, a site license may be purchased 
by a company to allow software to be used by multiple users 
on a LAN. The number of users is determined at the time of 
purchase. The site-license-holder LAN includes a license 
manager 200, which may also be the server for the LAN. 

The license manager 200 acts as an intermediary between 

15 

20 

the client computers 100 and the registration authority 110. 
For example, the license manager 200 communicates with 
the registration authority 110 to register the site license. 
Typically, the vendor 130 of the site license has transmitted 

25 
information regarding a new site license to the registration 
authority 110 prior to registration. The license manager 200 
registers the site license by transmitting to the registration 
authority 110 the serial number/password supplied with the 
software. 

14 
The license administrator inserts a new or existing smart 

card 120 into a smart card reader 140 connected to the 
license administrator's computer 100, which is connected to 
the LAN server/License manager 200. The license admin­
istrator's computer 100 communicates with the license man­
ager 200 to look up the corresponding stored data or add a 
new entry. 

If the smart card 120 is for a selected existing employee, 
the license manager 200 will verify the contents of the smart 
card 120 and verify that the smart card 120 belongs to the 
selected employee. The license manager 200 then commu­
nicates with the registration authority 110 to verify the 
validity of the smart card 120 using corresponding data 
stored in the registration authority database. 

Once the validity of the smart card 120 has been verified, 
the license administrator may select new licenses from the 
available site licenses to add to the employee's card 120. The 
license manager 200 generates new licensing information 
for the smart card 120 and transmits it to the registration 
authority 110. The registration authority 110 sends back new 
contents for the smart card 120, which are written on the 
card 120 by the smart card reader 140. 

Alternatively, registration may proceed in a manner simi­
lar to the single user installation described above. In such a 
case, the company's license administrator, who is usually the 
LAN administrator, installs the site-licensed software. An 
installation wizard installs a license management program 
that verifies the validity of the inserted smart card 120. The 
license management program also communicates with the 
registration authority 110 to verify the contents of the smart 
card 120 and register the site license. 

To use the registered software, the user must insert a smart 
card 120 containing valid license information into the smart 
card reader 140 of the client computer 100, i.e., a smart card 
that has been prepared as described above. As shown in FIG. 
9, when a user having a fixed-node site license attempts to 
activate the software, the client computer 100 checks to see 
whether a smart card 120 is inserted. If not, the user is 

30 prompted to insert the smart card 120. 
The client program on the client computer 100 reads and 

verifies the validity of the smart card 120 to ensure that it has 
not been tampered with. The verification process is 

35 described in further detail below. The client program then 
retrieves the licensing information for the particular soft­
ware. The licensing information allows the client program to 
verify that the user is authorized to use the software and that 
the authorized period of use or trial use has not expired. 

The client program on the client computer 100 then 
communicates with the license manager 200 to verify that 
the user has a valid fixed-node license. If the user does not 
have a fixed-node license entry in the site license database 
stored by the license manager 200, the license manager 200 

The license manager 120 maintains a database of all of the 40 

site-licensed software installed on the LAN. The site license 
database is synchronized periodically with a corresponding 
database at the registration authority 110. The site license 
database includes information regarding the number of fixed 
node and floating licenses. 45 may check for an available floating license, as discussed in 

further detail below. If neither a fixed-node nor floating 
license is available, the user will not be verified. This 
configuration allows the license manager 200 to control the 
assignment of fixed-node licenses without connecting to the 

Fixed node licenses are assigned to particular individuals, 
e.g., an employee of the company that holds the site license. 
Once the fixed node license is assigned, there is one less 
license available to the company. The license manager 
maintains entries in the site license database for each of the 
assigned fixed node licenses. 

50 registration authority 110. 

Floating licenses allow a fixed number of employees to 
concurrently use the software. If a employee discontinues 
use of the software, an additional license becomes available 
to other employees. The license manager continuously 55 

maintains a list of current users to ensure that the number of 
concurrent users does not exceed the total number of floating 
licenses. 

As described above, the license manager 200 communi­
cates with the registration authority 110 to register the 60 

site-licensed software and maintains the site license data­
base. In addition, as shown in FIG. 8, the license manager is 
used by the company's license administrator to create and 
modify smart cards that are issued to each employee. The 
smart cards are programmed with encrypted licensing infor- 65 

mation indicating which site-licensed software the employee 
is authorized to access. 

Once the verification has been completed, the client 
program allows the software to be used. During use, the 
software may periodically reverify the smart card usingAPIs 
at intervals determined by the software vendor. 

Similarly, as shown in FIG. 10, when a user having a 
floating site license attempts to activate the software, the 
client computer 100 checks to see whether a smart card 120 
is inserted. If not, the user is prompted to insert the smart 
card 120. 

The client program on the client computer 100 reads and 
verifies the validity of the contents of the smart card 120 to 
ensure that it has not been tampered with. The client 
program then retrieves the licensing information for the 
particular software. 

The client program on the client computer 100 then 
communicates with the license manager 200 to determine 
whether a floating license is available. If a floating license is 
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available, it will be reserved for the user, i.e., the number of 
available licenses will be decreased by one. This configu­
ration allows the license manager 200 to control the assign­
ment of floating licenses without connecting to the registra­
tion authority 110. 

Once the verification has been completed, the client 
program allows the software to be used. During use, the 
software may periodically reverify the smart card using APIs 

16 
is lost, damaged, or stolen. If the user does not known the 
serial number of the smart card or does not have access to 
the client computer, the user may contact the vendor of one 
of the software products licensed to the smart card. The 

5 vendor can provide the serial number of the software, which 
can be used by the registration authority to look up the smart 
card serial number. 

at intervals determined by the software vendor. When the 
user terminates the software, the client computer will allow 10 

the license manager to release the floating license to other 
users. 

If a smart card is lost, damaged, or stolen, the user may 
call a toll-free number or use the Internet to submit the 
necessary information to the registration authority or the 
vendor to have the licenses stored on the old card, including 
trial licenses, transferred to a new card. The old card then is 
disabled in the registration authority database. An employee may wish to use registered software on a 

computer that is not connected to the LAN, e.g., a laptop or 
home computer. In such a case, the client program would not 
be able to communicate with the license manager to verify 
that the user has a valid fixed-node license or that a floating 
license is available, as discussed above. The employee's 
smart card therefore must be modified by the license man­
ager to allow offsite use of the registered software. 

For a fixed-node license, the license manager creates an 
entry on the employee's smart card that allows use of the 
software for a license period, e.g., 30 days. During this 
period, the employee may use the software without connect­
ing to the license manager for verification. 

For a floating license, the license manager creates an entry 
on the employee's smart card that allows use of the software 

If an unauthorized user attempts to renew licenses on the 
15 old smart card by connecting to the registration authority, the 

old smart card will be disabled. If it is determined that the 

20 

old smart card was issued recently, the licensing period for 
the software products may be shortened on the new smart 
card to prevent repeated smart card replacement. 

It will be appreciated that each of these embodiments 
discussed above provides a novel system and method for 
preventing unauthorized access to electronic data that 
achieves the above discussed objects of the present inven-

25 tion. 

for a license period, e.g., 30 days, and reserves a floating 
license. During this period, the employee may use the 
software without connecting to the license manager for 30 

verification. However, other employees will not be able to 
access the reserved floating license during this period 
regardless of whether the floating license is actually being 
used by the off-site employee. 

35 

It also will be appreciated that because the licensing 
medium can include licenses from multiple vendors, the 
system enables a user to access data from multiple vendors 
without the need for multiple keys or access devices. 

It also will be appreciated that because the licensing 
medium is associated with a particular user, rather than a 
particular electronic device, the user can access the licensed 
electronic data using a number of different electronic 
devices, e.g., on a home computer and a laptop. 

The employee may connect to the LAN while off-site, for 
example, to check for email. Upon connecting to the LAN, 
the license manager may automatically update the employ­
ee's smart card to restart the license period. Hence, if an 
employee checks more frequently than the license period, 40 

the software may be used off-site indefinitely. 

It also will be appreciated that because the licensing 
medium can store license data for electronic data from a 
number of vendors, the user may conveniently access all of 
the data for which the user is licensed using a single 
licensing medium. 

It also will be appreciated that because the licensing 
medium is portable, the system may be used on any com­
puter capable of reading the licensing medium. Hence, the 
protected electronic data may be accessed by the holder of 
the licensing medium on a home computer, laptop computer, 

When a user acquires a new smart card, it must be 
registered with the registration authority before licensing 
information is stored on it. The registration is done using a 
registration wizard installed on the client computer. 

The registration wizard may be installed automatically 
during installation of the first protected software product in 
a manner similar to the installation of the client program 
discussed above. Alternatively, the registration wizard may 
be downloaded from the Internet, bundled with a smart card 
reader, or included in the operating system. 

During registration of the smart card, the registration 
wizard prompts the user to enter a number of questions and 
answers that most likely are known only to the user. These 
questions and answers are encrypted using a private key and 
sent to the registration authority along with the card serial 
number. This information may be used during software 
registration and use to verify that the user is the actual owner 
of the smart card. 

The smart card serial number may be stored on the client 
computer, e.g., in the registry. If the user forgets or loses the 
serial number, the user can run an applet to retrieve smart 
card serial numbers from the registry. The applet also may 
indicate the software products that are registered on the 
smart card. 

The user will be instructed to keep the smart card serial 
number in a safe place to facilitate replacement if the card 

45 handheld computer, etc. 

It also will be appreciated that because the licensing 
medium permits access to the protected electronic data for a 
configurable time period, the user may access the data 

50 without connecting to the registration authority during the 
time period. Consequently, a fixed connection to the regis­
tration authority or the Internet is not required. 

It also will be appreciated that because the licensing 
medium permits access to the protected electronic data for a 

55 configurable time period, the vendor may offer short term 
licenses, e.g., weekly, daily, hourly, etc. 

It will also be appreciated that because a smart card has 
an internal processor, it can perform encryption, decryption, 
and hash functions. Consequently, the smart card can 

60 decrypt a received hash and compare it to an internally 
generated hash of the smart card data. This comparison 
allows the smart card to determine whether new data 
received is from an authorized source and thereby prevent 
unauthorized modification of the smart card data. 

65 While the present invention has been described with 
respect to what is presently considered to be the preferred 
embodiments, it is to be understood that the invention is not 
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limited to the disclosed embodiments. To the contrary, the 
invention is intended to cover various modifications and 
equivalent arrangements included within the spirit and scope 
of the appended claims. 

What is claimed: 
1. A system for preventing unauthorized access to elec­

tronic data on an electronic device, the system comprising: 
a portable licensing medium configured to communicate 

with the electronic device and to store license data, the 
license data configured to be used by the electronic 
device to determine whether to allow access to the 
electronic data; and 

18 
data to the licensing medium when the identifier sent with 
the registration information corresponds to one of the autho­
rized identifiers. 

15. A system according to claim 1, wherein the licensing 
5 medium comprises a smart card having a memory. 

16. A system according to claim 15, wherein the smart 
card has a microprocessor. 

17. A system according to claim 15, wherein the smart 
card is configured to decrypt a first message digest received 

10 from the registration authority using a public key associated 
with the registration authority, to generate a second message 
digest by performing a hash on updated license data received 
from the registration authority, and to compare the first a registration authority configured to communicate with 

the electronic device, the registration authority having 
verification data for verifying the license data stored on 15 

the licensing medium, 

message digest to the second message digest. 
18. A system according to claim 15, wherein the license 

data comprises a sequence number that allows the registra­
tion authority a number of times the smart card has been 
accessed. 

wherein the registration authority provides updated 
license data for the licensing medium. 

2. A system according to claim 1, wherein the electronic 
device is configured to verify validity of the licensing 
medium by comparing the license data to the verification 
data. 

3. A system according to claim 1, wherein the licensing 
medium is configured to store a license data message digest 
produced by performing a hash of the license data. 

4. A system according to claim 3, wherein the verification 
data comprises a copy of the license data message digest. 

19. A system according to claim 1, wherein the licensing 
20 medium is a memory stick. 

20. A system according to claim 1, wherein the licensing 
medium is a random access memory. 

21. A system according to claim 1, wherein the licensing 
medium comprises a memory installed in a cellular tele-

25 phone. 

5. A system according to claim 4, wherein the electronic 
device is configured to verify validity of the licensing 
medium by comparing the license data message digest to the 30 

copy of the license data message digest in the verification 
data. 

22. A system according to claim 21, wherein the licensing 
medium is not removable from the cellular telephone. 

23. A system according to claim 1, wherein the licensing 
medium is a computer disk. 

24. A system according to claim 23, wherein the computer 
disk is an optical disk. 

25. A system according to claim 23, wherein the computer 
disk is a magnetic disk. 6. A system according to claim 3, wherein the license data 

message digest is encrypted with a private key associated 
with the registration authority. 

7. A system according to claim 6, wherein the private key 
is one of a plurality of private keys associated with the 
registration authority. 

26. A system according to claim 23, wherein the computer 
35 disk is an electronic disk. 

8. A system according to claim 6, wherein the verification 
data comprises a copy of the encrypted license data message 40 

digest. 

27. A system according to claim 1, wherein the license 
data comprises a licensing medium expiration date deter­
mined by a configurable time period during which the 
licensing medium is valid. 

28. A system according to claim 1, wherein the license 
data comprises a software license expiration date determined 
by a configurable time period during which access to the 
electronic data is allowed. 

9. A system according to claim 8, wherein the electronic 
device is configured to verify validity of the licensing 
medium by comparing the encrypted license data message 
digest to the copy of the encrypted license data message 
digest in the verification data. 

10. A system according to claim 6, wherein the electronic 
device is configured to verify validity of the licensing 
medium by: 

decrypting the license data message digest read from the 
licensing medium using a public key associated with 
the registration authority; 

generating a message digest by performing a hash on the 
license data read from the licensing medium; and 

comparing the decrypted message digest to the generated 
message digest. 

11. A system according to claim 1, wherein the electronic 
device is configured to send registration information to the 
registration authority. 

29. A system according to claims 27 or 28, wherein the 
45 licensing medium expiration period is set to a shortest 

software license expiration period of the license data. 
30. A system according to claim 1, wherein the license 

data comprises a software security expiration date deter­
mined by a configurable time period during which access to 

50 the electronic data is allowed. 
31. A system according to claim 1, wherein the licensing 

medium is configured to communicate with the electronic 
device through a wired connection. 

32. A system according to claim 1, wherein the licensing 
55 medium is configured to communicate with the electronic 

device through a wireless connection. 
33. A system according to claim 1, wherein the licensing 

medium is configured to communicate with the electronic 
device through a network. 

12. A system according to claim 11, wherein the regis- 60 

tration information comprises a random identifier associated 
with the electronic data. 

34. A system according to claim 33, wherein the network 
is the Internet. 

35. A system for preventing unauthorized access to elec­
tronic data on an electronic device, the system comprising: 13. A system according to claim 12, wherein the verifi­

cation data comprises a list of authorized identifiers that 
allow access to the electronic data. 

14. A system according to claim 13, wherein the regis­
tration authority is configured to provide updated license 

65 

license data storage means configured to communicate 
with the electronic device, the license data configured 
to be used by the electronic device to determine 
whether to allow access to the electronic data; and 
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the license manager is configured to provide updated 
license data to the licensing medium. 

registration authorization means configured to communi­
cate with the electronic device, the registration autho­
rization means having verification means for verifying 
the license data stored on the licensing medium, 

wherein the registration authorization means is configured 
to provide updated license data to the license data 
storage means. 

40. A system according to claim 39, wherein the elec­
tronic device is configured to verify validity of the licensing 

5 medium by comparing the license data to the second veri­
fication database. 

36. A system for preventing unauthorized access to elec­
tronic data on an electronic device, the system comprising: 

41. A system according to claim 39, wherein the license 
manager is configured to verify validity of the second 
verification database by comparing it to the first verification 
database. 

42. A system according to claim 39, wherein the licensing 
medium is configured to store a license data message digest 
produced by performing a hash of the license data. 

a smart card configured to communicate with the elec- 10 

tronic device and configured to store license data, the 
license data configured to be used by the electronic 
device to determine whether to allow access to the 43. A system according to claim 42, wherein the second 

15 verification database comprises a copy of the license data 
message digest. 

electronic data; and 
a registration server configured to communicate with the 

electronic device, the registration server having verifi­
cation data for verifying the license data stored on the 
smart card, 

wherein the registration server is configured to provide 
updated license data to the smart card. 

44. A system according to claim 43, wherein the elec­
tronic device is configured to verify validity of the licensing 
medium by comparing the license data message digest to the 

20 copy of the license data message digest in the second 
verification database. 

37. A registration authority for preventing unauthorized 
access to electronic data on an electronic device, the regis­
tration authority comprising: 

45. A system according to claim 42, wherein the license 
data message digest is encrypted with a private key associ­
ated with the registration authority or the license manager. 

46. A system according to claim 45, wherein the private 
key is one of a plurality of private keys associated with the 
registration authority or the license manager. 

means for communicating with the electronic device; and 25 

verification data for verifying license data stored on a 
portable licensing medium that is configured to com­
municate with the electronic device, 47. A system according to claim 45, wherein the second 

verification database comprises a copy of the encrypted 
30 license data message digest. 

wherein the license data is used by the electronic device 
to determine whether to allow access to the electronic 
data, and 

the registration authority is configured to provide updated 
license data to the licensing medium. 

48. A system according to claim 47, wherein the elec­
tronic device is configured to verify validity of the licensing 
medium by comparing the encrypted license data message 
digest to the copy of the encrypted license data message 38. A smart card for preventing unauthorized access to 

electronic data on an electronic device, the smart card 
comprising: 

35 digest in the second verification database. 

means for communicating with the electronic device; 
a memory for storing data received from the communi­

cating means; and 
license data stored in the memory, the license data being 40 

configured to be used by the electronic device to 
determine whether to allow access to the electronic 
data, 

wherein the license data has been verified by verification 45 

data stored on a registration server that is configured to 
communicate to the electronic device, and 

49. A system according to claim 47, wherein the elec­
tronic device is configured to verify validity of the licensing 
medium by: 

decrypting the license data message digest read from the 
licensing medium using a public key associated with 
the registration authority; 

generating a message digest by performing a hash on the 
license data read from the licensing medium; and 

comparing the decrypted message digest to the generated 
message digest. 

50. A system according to claim 39, wherein the license 
manager is configured to send site license registration infor­
mation to the registration authority. the smart card is configured to receive provide updated 

license data from the registration server. 
39. A system for preventing unauthorized access to elec­

tronic data on an electronic device, the system comprising: 

51. A system according to claim 50, wherein the site 
50 license registration information comprises a random identi­

fier associated with the electronic data. 
a portable licensing medium configured to communicate 

with the electronic device and configured to store 
license data, the license data is configured to be used to 
determine whether to allow access to the electronic 55 

data; 
a registration authority having a first verification database 

for verifying license data stored in a second verification 
database; and 

a license manager configured to communicate with the 60 

electronic device and the registration authority, the 
license manager having the second verification data­
base for verifying the license data stored on the licens­
ing medium, 

wherein the registration authority is configured to provide 65 

updated verification data for the second verification 
database of the license manager, and 

52. A system according to claim 51, wherein the first 
verification database comprises a list of authorized identi­
fiers that allow access to the electronic data. 

53. A system according to claim 52, wherein the regis­
tration authority is configured to provide updated verifica­
tion data to the license manager when the identifier sent with 
the registration information corresponds to one of the autho­
rized identifiers. 

54. A system according to claim 39, wherein the license 
manager is configured to communicate with the registration 
authority to verify that the second verification database 
corresponds to the first verification database. 

55. A system according to claim 39, wherein the license 
data comprises a licensing medium expiration date deter­
mined by a configurable time period during which the 
licensing medium is valid. 
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56. A system according to claim 39, wherein the license 
data comprises a software license expiration date determined 
by a configurable time period during which access to the 
electronic data is allowed. 

57. A system according to claims 55 and 56, wherein the 5 

licensing medium expiration period is set to a shortest 
software license expiration period of the license data. 

58. A system according to claim 39, wherein the license 
data comprises a software security expiration date deter­
mined by a configurable time period during which access to 10 

the electronic data is allowed. 
59. A system according to claim 39, wherein the licensing 

medium is configured to communicate with the electronic 
device through a wired connection. 

60. A system according to claim 39, wherein the licensing 15 

medium is configured to communicate with the electronic 
device through a wireless connection. 

61. A system according to claim 39, wherein the licensing 
medium is configured to communicate with the electronic 
device through a network. 

62. A system according to claim 61, wherein the network 
is the Internet. 

63. A system for preventing unauthorized access to elec­
tronic data on an electronic device, the system comprising: 

20 

license data storage means configured to communicate 25 

with the electronic device, the license data being used 
to determine whether to allow access to the electronic 
data; 

registration authorization means having a first verification 
means for verifying license data provided by a second 30 

verification means; and 

22 
a first verification database for verifying license data 

stored in a second verification database on a license 
manager that is configured to communicate with the 
electronic device, 

wherein the second verification database is configured to 
verify license data stored on a portable licensing 
medium that is configured to communicate with the 
electronic device, 

the license data is configured to be used to determine 
whether to allow access to the electronic data, and 

the registration authority is configured to provide updated 
verification data to the second verification database of 
the license manager. 

66. A smart card for preventing unauthorized access to 
electronic data on an electronic device, the smart card 
comprising: 

means for communicating with the electronic device; 
a memory for storing data received from the communi­

cating means; and 
license data stored in the memory, the license data being 

configured to be used by the electronic device to 
determine whether to allow access to the electronic 
data, 

wherein the license data has been verified by a license 
management verification database stored on a license 
management server configured to communicate with 
the electronic device and a registration server, and the 
license management verification database has been 
verified by a registration database stored on the regis­
tration server, and 

the smart card is configured to receive updated license 
data from the license management server. 

license management means configured to communicate 
with the electronic device and the registration authori­
zation means, the license management means having 
the second verification means for verifying the license 
data stored on the license data storage means, 

67. A method for preventing unauthorized access to 
35 electronic data stored on an electronic device, the method 

comprising the steps of: 

wherein the registration authorization means is configured 
to provide updated verification data for the second 
verification database of the license management means, 40 

and 

storing license data on a portable licensing medium 
configured to communicate with the electronic device; 

determining whether to allow access to the electronic data 
based on the license data; 

the license management means is configured to provide 
updated license data to the license data storage means. 

64. A system for preventing unauthorized access to elec­
tronic data on an electronic device, the system comprising: 45 

verifying the license data stored on the licensing medium 
using a registration authority having verification data 
and being configured to communicate with the elec­
tronic device; and 

a smart card configured to communicate with the elec­
tronic device and configured to store license data, the 
license data being used to determine whether to allow 
access to the electronic data; 

a registration server having a first verification database for 
verifying license data stored in a second verification 
database; and 

a license management server configured to communicate 
with the electronic device and the registration server, 
the license management server having the second veri­
fication database for verifying the license data stored on 
the smart card, 

wherein the registration server is configured to provide 
updated verification data for the second verification 
database of the license manager server, and 

the license management server is configured to provide 
updated license data to the smart card. 

providing updated license data to the licensing medium 
using the registration authority. 

68. A method according to claim 67, wherein during the 
verifying step, the electronic device compares the license 

50 data stored on the licensing medium to the verification data. 
69. A method according to claim 67, wherein the licensing 

medium stores a license data message digest produced by 
performing a hash of the license data. 

70. A method according to claim 69, wherein the verifi-
55 cation data comprises a copy of the license data message 

digest. 
71. A method according to claim 70, wherein in the 

verifying step, the electronic device compares the license 
data message digest stored on the licensing medium to the 

60 copy of the license data message digest in the verification 
data. 

65. A registration authority for preventing unauthorized 
access to electronic data on an electronic device, the regis- 65 

tration authority comprising: 

72. A method according to claim 69, wherein the license 
data message digest is encrypted with a private key associ­
ated with the registration authority. 

73. A method according to claim 72, wherein the private 
key is one of a plurality of private keys associated with the 
registration authority. means for communicating with the license manager; and 
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74. A method according to claim 72, wherein the verifi­
cation data comprises a copy of the encrypted license data 
message digest. 

75. A method according to claim 74, wherein in the 
verifying step, the electronic device compares the encrypted 5 

license data message digest stored on the licensing medium 
to the copy of the encrypted license data message digest in 
the verification data. 

76. A method according to claim 72, further comprising 
the steps of: 

reading the encrypted license data message digest from 
the licensing medium using the electronic device; 

decrypting the license data message digest using a public 
key associated with the registration authority; 

10 

generating a message digest by performing a hash on the 15 

license data read from the licensing medium; and 
comparing the decrypted message digest to the generated 

message digest. 
77. A method according to claim 67, further comprising 20 

the step of sending registration information to the registra­
tion authority using the electronic device. 

78. A method according to claim 77, wherein the regis­
tration information comprises a random identifier associated 
with the electronic data. 25 

79. A method according to claim 78, wherein the verifi­
cation data comprises a list of authorized identifiers that 
allow access to the electronic data. 

80. A method according to claim 79, wherein the regis­
tration authority provides updated license data to the licens- 30 

ing medium when the identifier sent with the registration 
information corresponds to one of the authorized identifiers. 

81. A method according to claim 67, wherein the licensing 
medium comprises a smart card having a microprocessor 
and memory. 35 

82. A method according to claim 81, wherein the smart 
card performs the steps of: 

24 
verifying, using a registration authority having a first 

verification database, the license data stored in a second 
verification database; 

verifying the license data stored on the licensing medium 
using a license manager having the second verification 
database and being configured to communicate with the 
electronic device and the registration authority; 

providing, using the registration authority, updated veri­
fication data for the second verification database of the 
license manager; and 

providing license data to the licensing medium using the 
license manager. 

88. A method according to claim 87, wherein the elec­
tronic device verifies validity of the licensing medium by 
comparing the license data to the second verification data­
base. 

89. A method according to claim 87, wherein the license 
manager verifies the validity of the second verification 
database by comparing it to the first verification database. 

90. A method according to claim 87, wherein the licensing 
medium stores a license data message digest produced by 
performing a hash of the license data. 

91. A method according to claim 90, wherein the second 
verification database comprises a copy of the license data 
message digest. 

92. A method according to claim 91, wherein the elec­
tronic device verifies validity of the licensing medium by 
comparing the license data message digest to the copy of the 
license data message digest in the second verification data­
base. 

93. A method according to claim 90, wherein the license 
data message digest is encrypted with a private key associ­
ated with the registration authority or the license manager. 

94. A method according to claim 93, wherein the private 
key is one of a plurality of private keys associated with the 
registration authority or the license manager. 

95. A method according to claim 93, wherein the second 
verification database comprises a copy of the encrypted 
license data message digest. 

decrypting a first message digest received from the reg­
istration authority using a public key associated with 
the registration authority; 40 96. A method according to claim 95, wherein the elec-

generating a second message digest by performing a hash 
on updated license data received from the registration 
authority; and 

tronic device verifies validity of the licensing medium by 
comparing the encrypted license data message digest to the 
copy of the encrypted license data message digest in the 
second verification database. comparing the first message digest to the second message 

digest. 45 97. A method according to claim 95, wherein the elec-
83. A method according to claim 67, wherein the license 

data comprises a licensing medium expiration date deter­
mined by a configurable time period during which the 
licensing medium is valid. 

84. A method according to claim 67, wherein the license 50 

data comprises a software license expiration date determined 
by a configurable time period during which access to the 
electronic data is allowed. 

85. A method according to claims 83 or 84, wherein the 
licensing medium expiration period is set to a shortest 55 

software license expiration period of the license data. 
86. A method according to claim 67, wherein the license 

data comprises a software security expiration date deter­
mined by a configurable time period during which access to 
the electronic data is allowed. 

87. A method for preventing unauthorized access to 
electronic data stored on an electronic device, the method 
comprising the steps of: 

60 

storing license data on a portable licensing medium 
configured to communicate with the electronic device; 65 

determining whether to allow access to the electronic data 
based on the license data; 

tronic device verifies validity of the licensing medium by: 
decrypting the license data message digest read from the 

licensing medium using a public key associated with 
the registration authority; 

generating a message digest by performing a hash on the 
license data read from the licensing medium; and 

comparing the decrypted message digest to the generated 
message digest. 

98. A method according to claim 87, wherein the license 
manager sends site license registration information to the 
registration authority. 

99. A method according to claim 98, wherein the site 
license registration information comprises a random identi­
fier associated with the electronic data. 

100. A method according to claim 99, wherein the first 
verification database comprises a list of authorized identi­
fiers that allow access to the electronic data. 

101. A method according to claim 100, wherein the 
registration authority provides updated verification data to 
the license manager when the identifier sent with the regis­
tration information corresponds to one of the authorized 
identifiers. 
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code for providing license data received from the license 
manager to the licensing medium. 

102. A method according to claim 87, wherein the license 
manager communicates with the registration authority to 
verify that the second verification database corresponds to 
the first verification database. 

103. A method according to claim 87, wherein the license 
data comprises a licensing medium expiration date deter­
mined by a configurable time period during which the 
licensing medium is valid. 

110. A computer program executable on an electronic 
device to provide access to electronic data stored on the 

5 electronic device, the computer program comprising: 

104. A method according to claim 87, wherein the license 
data comprises a software license expiration date determined 10 

by a configurable time period during which access to the 
electronic data is allowed. 

105. A method according to claims 103 and 104, wherein 
the licensing medium expiration period is set to a shortest 
software license expiration period of the license data. 

106. A method according to claim 87, wherein the license 15 

data comprises a software security expiration date deter­
mined by a configurable time period during which access to 
the electronic data is allowed. 

107. Computer code executable on an electronic device to 
prevent unauthorized access to electronic data stored on the 20 

electronic device, the computer code comprising: 
code for storing license data on a portable licensing 

medium configured to communicate with the electronic 
device; 

code for determining whether to allow access to the 25 

electronic data based on the license data; 

code for providing access to the electronic data; and 

a subprogram for preventing unauthorized access to the 
electronic data, the subprogram including: 
code for storing license data on a portable licensing 

medium configured to communicate with the elec­
tronic device, 

code for determining whether to allow access to the 
electronic data based on the license data, 

code for verifying, by communicating with a registra­
tion authority having a first verification database, the 
license data stored in a second verification database, 

code for verifying the license data stored on the licens­
ing medium by communicating with a license man­
ager having the second verification database and 
being configured to communicate with the electronic 
device and the registration authority, 

code for providing updated verification data received 
from the registration authority to the second verifi­
cation database of the license manager, and 

code for providing license data received from the 
license manager to the licensing medium. code for verifying the license data stored on the licensing 

medium by communicating with a registration author­
ity having verification data; and 

code for providing updated license data received from the 
registration authority to the licensing medium. 

111. A method for using a smart card to gain access to 
30 protected electronic data on an electronic device, the method 

comprising the steps of: 

108. A computer program executable on an electronic 
device to provide access to electronic data stored on the 
electronic device, the computer program comprising: 

code for providing access to the electronic data; and 
a subprogram for preventing unauthorized access to the 

electronic data, the subprogram including: 

35 

code for storing license data on a portable licensing 
medium configured to communicate with the elec- 40 

tronic device, 
code for determining whether to allow access to the 

electronic data based on the license data, 
code for verifying the license data stored on the licens­

ing medium by communicating with a registration 45 

authority having verification data, and 
code for providing updated license data received from 

the registration authority to the licensing medium. 
109. Computer code executable on an electronic device to 

prevent unauthorized access to electronic data stored on the 50 

electronic device, the computer code comprising: 
code for storing license data on a portable licensing 

medium configured to communicate with the electronic 
device; 

code for determining whether to allow access to the 55 

electronic data based on the license data; 
code for verifying, by communicating with a registration 

authority having a first verification database, the license 
data stored in a second verification database; 

code for verifying the license data stored on the licensing 60 

medium by communicating with a license manager 
having the second verification database and being con­
figured to communicate with the electronic device and 
the registration authority; 

code for providing updated verification data received 65 

from the registration authority to the second verifica­
tion database of the license manager; and 

transmitting license data stored on the smart card to the 
electronic device; and 

using the electronic device to determine, based on the 
license data, whether access to the electronic data will 
be allowed, 

wherein the smart card is configured to store updated 
license data received from the electronic device or from 
a remote device. 

112. A method for using a smart card to gain access to 
protected electronic data on an electronic device, the method 
comprising the steps of: 

transmitting license data stored on the smart card to the 
electronic device; 

using the electronic device to determine, based on the 
license data, whether access to the electronic data will 
be allowed; 

communicating, if access to the electronic data is not 
allowed, with a registration authority having verifica­
tion data to verify and/or update the license data stored 
on the smart card; and 

storing on the smart card updated license data received 
from the registration authority. 

113. A method for using a smart card to gain access to 
protected electronic data on an electronic device, the method 
comprising the steps of: 

transmitting license data stored on the smart card to a 
registration authority having verification data to verify 
the license data; and 

receiving from the registration authority a determination 
of whether access to the electronic data will be allowed, 

wherein the smart card is configured to store updated 
license data received from the registration authority. 

* * * * * 
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